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C3CM—A Warfare Strategy

Gene E. Layman

The highest form of generalship is to balk the enemy’s plans.
Sun Tzu, 500 B.C.

C ommand, Control and Communications Countermeasures {C3ICM)
are focused means to disrupt the enemy’s decisionmaking capacity and
his command processes. The target is the enemy decision maker. The pressure
points are his sensors, his means of conmunicating information, and his
analysis centers. The purpose is to confuse him so hc is unable to cffectively
control his forces.

Like any type of warfare, C3CM requires a strategy, a doctrinal framework,
to guide the practical application of its tactics. This strategy cannot be reduced
to a humber of rules where response to stimuli are specified in advance. An
adequate set of such rules is, if not impossible, impractical. Rather we should
examine the essential factors of C3CM to assist us in the development of a
strategy framework so that tactical employment will be the product of the
general applications of the principles of that strategy. (Strategy being the art of
selecting appropriate objectives and of organizing resources to efficiently
secure these objectives.) My purpose here is, first, to clarify the general C3CM
inission at the US Navy battle group level and, second, to present the elements
of a C3CM strategy upon which employment concepts may be built,

C3CM Within the Hierarchy of Strategiss

There is a hierarchy of strategies that corresponds to the various levels of
warfare conducted in execution of national policy. Grand strategy defines the
type of war to be undertaken—the broad goals to be obtained and the general
direction in which the war is to be conducted. Grand strategy is followed by
theater strategy, and, for the Navy, this can be followed by a battle group
employment strategy. Examples of individual warfare area supporting
strategies are CICM, Antiair, Antisubmarine, and Antisurface Warfare.

Dr. Layman is with the Naval Research Laboratory, working in the development
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This hierarchical strategy structure illustrates key relationships; namely, the
crucial need for guidance to be provided from higher to lower warfare levels,
and the importance of corresponding support that lower levels must provide in
supporting higher level objectives. Stated simply, the mission and operational
objectives at any level must be subordinate to, and supportive of, higher level
strategies in this hierarchy.

A second characteristic of this hierarchy is that as onc proceeds down the
operational hierarchy, the tactics applicable to the operational mission becomes
more clear. This is generally the case until we reach C3CM strategy at which
point our lens becomes clouded. The problem does not lie in a lack of
understanding of opportunities for disrupting enemy C3 nor tactics that may be
employed. The problem lies in the absence of a strategic framework that enables
a battle group commander to define C3CM objectives clearly—objectives upon
which he can base a coherent plan of action.

Liddell Hart has defined warfare mission objectives into two broad
categories—dislocation and exploitation of the enemy.! The first category includes
dislocation of the enemy’s position, organization and control of forces,
intentions and plans, response to our initiatives, and his view of the tactical
environment. The objective in this category is to position one’s own forces in a
more advantagcous circumstance than one’s cnemy’s. Mission objectives in the
exploitation category are aimed at defeating the cnemy through the physical
destruction of his forces or by the threat to do so. Exploitation should follow
dislocation, *“You cannot hit [dcfeat] an cnemy with efficiency unless you have
first created the opportunity.’™

C3CM plays an important role in both dislocation and exploitation of the
enemy. Most acts aimed at dislocation are a part of C3CM in a broad sense
becansc they are aimed at confusing the enemy decision maker. However,
C3CM essentially plays a supporting role in exploitation by enhancing the
effectiveness of onc'’s own destructive capability and reducing that of the
encmy. The ultimate defeat of the ecnemy’s forces must depend upon his
capitulation or physical destruction.

In consideration of the hicrarchical nature of strategics and the role of C3CM
in support of physical destruction, we may postulate a fundamental principle of

the force (battle group) wmission and supportive of destructive warfare task areas.

There is a purpose for this rationale and for making what appears to be an
obvious statement as a principle of employment. It places a requirement on the
C3CM planner to develop and clearly define C3CM objectives and employment
strategy in a manner that can be related to the overall battle group mission as
well as to specific warfare arca missions. This is necessary in order to integrate
C3CM with other supporting functions in the battle group mission. This is a
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jamming a communications link or producing false targets in an adversary’s
radar without fully defining the broader objectives we should be trying to
achieve.

T o provide a better focus, the mission of C3CM should be defined
precisely in relation to general warfare. Clausewitz wrote that the
object of war is to exercise control over the enemy by reducing the enemy toa
statc where he is neither able to prosecute effective warfare operations nor
willing to resist. This control can be exercised either through the destruction
of the enemy’s military power—by making the enemy measure of sacrifice,
rcal or pereeived, unacceptable—or by causing the enemy to view his goals as
unattainable. Therefore, a battle group’s mission could generally be stated as:
destroy the enemy's military power and engage in activities that deter the
enemy’s actions.

The reliability of the enemy’s C3 structures must be regarded as a critical
factor in his mission potential and in his own estimate of s ability to carry
out operations successfully. CICM then has the potential for reducing the
cnemy’s operational capabilities. A general CICM mission may be described
by the following. Command, Control and Communications Counter-
measures arce offensive and defensive operations aimed at prohibiting the
cnemy from maintaining effective control over his forces by: initiating active
measures to disrupt enemy C3 while maintaining the ability to control one's
own forces by protecting them against enemy C3CM actions. When properly
employed, C3ICM will degrade the cnemy’s ability to execute initiatives
against our forces and prevent effective counterresponse o our initiatives.

Accordingly C3CM operations are carried out by initiating actions aimed
at impeding the flow and management of an enemy’s essential information
and by injecting false or misleading information into the enemy’s C3 systes.
The Joint Chicfs of Staff have defined CICM activities as “‘the integrated use
of operations sccurity, military deception, jamming, and physical destruction
supported by intelligence, to deny information to, influence, degrade, or
destroy adversary C3 capabilitics and to protect friendly C3 against such
actions.” " Viewed in terms of affects, these acuivities are aimed at such resules
as distorting the enemy’s understanding of the tactical situation, severing
commanders from the forces they control, and prevendng mutnal support
between foree components.

The discussion thus far has been descriptive of C3CM mission and means, [t
still lacks a cohesive form that adequately relates means to mission. Central to the
problem in defining this relationship are: knowing the vulnerabilities of the
enemy’s 3 process; knowing circumstances in which C3CM actions are likely to
be effective and the proper manner to cploy C3ICM tactics; gaining relevant
information for employment; and devising cffective means to assess and control
pypsERsissy Bixgwrwaebamen tsighatceddiess, thgse central problems are:
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® A perception of C3CM warfare focused on the enemy’s objectives;

® The concentration of efforts on main C3CM objectives;

® Conducting operations under a single, integrated tactical plan;

® Thc proper balance between centralized and decentralized control;
and

® The use of a strategy framework as a comprchensive means of
operations assessment and control.

A Perception of C3CM Warfare Focused on the Enemy’s Objectives

In warfare a whole range of activities are organized and executed toward
achieving a small number of tactical objectives. The very principles of
operations, i.e., doctrine, that the cnemy is most likely to apply in the
employment of his forces, should serve as the basis for planning an opposing
C3CM operational strategy. The enemy’s tactical objectives are central to his
principles of operation. A grasp of his tactical objectives is the first step in
exploiting his vulncrabilities. One’s skill and ingenuity in planuing C3CM
operations rest largely on this fundamental notion.

Hostile Tactical Objectives. As an illustration of a concept of hostile tacrical
objectives, consider the Anticarrier Warfare (ACW) mission, An obvious
cnemy goal for ACW is to inflict sufficient destruction on the carrier battle
group to render it incapable of carrying out its assigned mission. An enemy
strategy for destruction would be to mass and deploy surface, subsurface and
airbornce platforms, so as to be able to deliver a devastating missile atrack
upon the battle group with the carrier as the primary target.

Given accurate information on the chemy, it is possible to anticipate the
enemy’s battle management proccss, from which one is able to partition his
operations into discrete tasks for cach general type of warfare. A representa-
tive list of hostile tactical objectives associated with Anticarricr Warfare
operations might be:

Establish and maintain surveillance of carrier battle group.
Establish theater command post in place.

Deploy surface, subsurface and air strike forces.”

Confirm strike plan.

Position surface, subsurface and air strike forces.™

Assign targets to surfacc, subsurface and air strike forces.”

® Provide targeting information to surface, subsurface and air strike
forces.*

® Position support aircraft.

® Authorizc attack.

® Acquire targets by surface, subsurface and air weapons systems.*

® Coordinate faunch.

https://diglialcqpmmansinbbvesdidaree revigviolisdissetbjccrives.
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The types of general warfare that the enemy may engage in can be
partitioned into a sct of scparate tasks such as those shown. There are two
rcasons why this partitioning is important. First, it establishes the basis for
selecting CICM objectives and it is uscful in cstablishing their priority.
Second, it provides a planning methodology for the integration of C3CM
with other warfare arcas (AAW, ASW, ASUW) through common or
complementary objectives. Before claborating on this we should first
examine some of the more apparent propertics associated with hostile tactical
objectives.

There are three such properties that establish a basis for predicting and
evaluating the cumulative cffects of multiple C3CM actions on an enemy’s
operations. Each objective has tactical significance. The degree of success of the
encmy's overall mission is significantly related to the degree of success for
cach objective. Next, there are many interdependencies among hostile tactical
objectives. Disruption of one often leads to disruption of others. And, finally,
many hostile tactical objectives are time critical—to cause a delay in the
achievement of an cnemy's tactical objective is often as effective as denial, IF
we understand the ractical significance of cach of the enemy’s objectives,
objective interdependency, and the criticality of timing, we then have a basic
framework for evaluating opposing C3ICM objectives. This framework can
be further developed by the introduction of C3 corollary objectives.

T he employment of C3CM relies on our ability to analyze the cnemy’s
aperations from a C3 viewpoint. To simplify this analysis we
recognize that cach hostile tactical objective has a C3 corollary objective in
which we may group all C3 cvents supporting that objective. As an
illustration, consider expanding the tactical objective of **Position surface
strike forces.” The enemy's plan for achieving this objective will include
individual assignments to cach surface combatant and directions to position
cach in a location with respect to the battle group. Movement of the battle
group and its activitics must be taken into account and will modify not only
the actual desired location of cach enemy surface combatant relative to the
battle group, but may require changing ies assignment as well. Information
required for such mancuvering establishes the necessity for a C3objective asa
corollary to the hostile tactical objective, as shown in Figure 1,

From this we can see a natural C3CM chjective in opposition to this pair:
namely, to deny the enemy the ability to acquire, process and disseminarte
information. Yet it should be measured against the cffect on the primary
hostile objective, that of positioning surface strike forces.

Our al)ili[y to dclly the cnemy this type of information dcpcnds, first, on
our knowledge of how he acquires it, and sccond, on the means available to
dcny, diqrupt or prct;cnt false mformation. We can create a model that defines

Pl ]1shec'i]l% nySisenser dop ]o BIERE S satcllite, r radio dircction finding, radar,
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TACTICAL OBJECTIVE (ENEMY):

MANEUVER SURFACE STRIKE

UNITS TO POSITIONS ALLOWING
CONFIDENT ANO COORDINATED ASM
LAUNCH CONDITIONS TO EXIST AGAINST
THE GV BATTLE GROUP DURING A
SPECIFIED PERIDO.

CICM OBJECTIVE (US):

DENY HOSTILE

SURFACE UNITS INFORMATION ADEQUATE
FDR SUCCESSFUL MANEUVERING TO
POSITIONS THAT ALLOW CDNFIDENT AND
CODROINATED ASM LAUNCH AGAINST
THE CV BATTLE GAOUP.

¢3 COROLLARY OBJECTIVE
(ENEMY) :

ACQUIRE, PROCESS, AND DISSEMINATE

SURVEILLANCE, LOCALIZATION, AND

COMPOSITIDN INFORMATION OF THE CV

BATTLE GROUP AS AEQUIRED,

Figure 1. ¢l Objectives

visual, cte.); informational needs (acquisition, localization, targeting, cte.);
communications channels (HF, VHF, data links, IFF, satellite, ctc.); and
spatial and temporal interrelationships that will allow us to determine the
most appropriate CICM means (emission control, deception, jamming, etc.)
to prevent him from achieving his objective.

This perception of C3CM warfare focused on an enemy’s objectives
requires a systematic approach for analyzing and predicting his behavior and
provides the basis for a C3CM strategy. If we know his mission we can project
the enemy’s tactical objectives. Applying knowledge of the enemy's
resources, principles of operations, and the operational enviromnent to a
basic framework provides the C3CM decision maker a means to anticipate
the C3 events the enemy is likely to initiate to achieve his objectives. The
following scctions build on this basic concept.

The Concentration of Efforts on Main C3CM Obijectives

The concentration of one's strength against an enemy’s weak points has
been a fundamental principle of strategy throughout the history of warfare.

hepsARSANSIOR R RS dsalra b hstgiyibgwy does the principle of concencration
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apply to C3CM? Clearly the nced does not requirc a concentration of C3CM
assets in the physical sense. Rather, the C3CM effort should be concentrated
on weaknesses in the enemy'’s C3 process. Important and feasible C3CM
objectives should be identified and pursued with determination, for only by a
concentrated effort can there be confidence in achieving common goals—
dispersed efforts will produce only random results.

The selection and establishment of priorities of C3CM objectives is an
expression of the operational C3CM strategy. It involves considerable
uncertainty since it is based upon an appraisal of factors that are largely
outside the control of the battle group. However, this selection must be made,
made carefully, and evaluated again and again during exccution. The
following C3CM objectives selection criteria will be considered here.

® Own Force Mission and Concept of Operations.

® Enemy's Principles of Operations.

® Unique Nature of the Operational Environment.

® Ability to Resolve Uncertainties Concerning the Enemy’s Employ-
ment of Tactics.

® Balance Between the Probability of Achieving Objectives, the
Demand on Resources, and the Benefit to the Battle Group Mission if
Attained—feasibility, suitability and acceptability.

First, the particular C3CM objectives determined must support the force
mission and be in concert with the general concept of operations of other
warfare activities. The goal of all actions is the efficient use of resources to
achieve the battle group mission objective. Within this context, C3CM is
aimed at denying the cnemy the effective use of his resources to achieve his
mission. General opportunitics are determined by applying cur knowledge of
the enemy’s principles of operations.

The unique nature of the operational environment will provide a focus
from the general to the specific. Numecrous factors, such as, where we are, the
respective orders of battle, how we are deployed, how the enemy is deployed,
our estimate of his understanding of the situation, the physical environment,
geopolitical conditions restricting freedom of transit, etec., must be con-
sidered in selection of C3CM objectives. It is through an analysis of the
operational environment that we can estimate the methods the cnemy is likely
to employ to achieve his objectives, the C3 events that he will rely on, and the
general opportunities for C3CM actions.

The choice of C3CM objectives is based on a general understanding of the
tactic options the enemy may employ to achieve each of his tactical
objectives. As an opcration progresses through phases, knowledge of the
enemy s methods can be further refined and confirmed through knowledge of
his tactics. 1t is only through the resolution of uncertaintics concerning the

Ptiemadby tmployimenCefesppaificanstiassthas we are able to refine our plans
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and select specific C3ICM actions. The knowledge that a particular C3CM
action would be highly effective is uscless unless it can be applied in an
operational situation. Finally, the selected C3CM objectives must meet the
basic test of feasibility, suitability, and acceptability. The selection process
should cnsure that C3CM objectives achicve operational balance, spread the
demand for resources over time, and provide mutual support of activities.

Conducting Operations Under A Single Integrated Tactical Plan

Once the general C3CM objectives have been established, it is necessary to
work out a plan of action that can be executed with the resources available,
Three cmployment concepts should be considered in formulating C3CM
plans—planning for flexibility in execution, integration of C3CM with other
warfarc operations plans, and the proper balance of centralized and
decentralized conrrol.

Planning for Flexibility in Execution. The enemy’s operations can be described
by a number of tactical objectives. Each hostile tactical objective and its C3
corollary provides a potential C3CM objecrive in opposition. Based upon
knowledge of the enemy’s operational doctrine we may visualize the tactical
situation as we would expectit to develop. There can be a wide latitude in our
definition of C3CM objectives and in the means by which we choose to
achicve them. The specific objective—whether to delay, partially deny,
confuse, cause certain platforms to be out of position, etc., will be chosen in
an environment in which considerable uncertainty exists.

It will be necessary to develop sets of alternate plans and variations as to
how each objective could be achieved. Option selection from these plans will
be determined through observing the manner in which the operation
develops. In short, it will be necessary to develop sets of alternative plans, to
evaluate them in context with the actual situation, and to select the best
options to achieve the C3CM objectives.

Integration of CICM With Other Warfare Plans. C3CM is not an end, but a
means to mold a battle situation to place one’s own forces in the most
advantageous position to carry out its mission by dislocation. It is a means to
reduce enemy force efficiency and to enhance onc’s own, thereby making the
cnemy susceptible to exploitation. Both these means may be achicved with the
support of C3CM actions that prohibit the cnemy from maintaining cffective
control over his forces.

Explicit herc is the recognition that both dislocation and exploitation
center on the positioning or the use of destructive forces. C3CM must be
integrated with the other warfares. Integration is possible only by the

selection of C3CM objectives that arc common with or complement the other
https://digital-commons.usnwc.edi/nwc-review/vol38/iss2/5
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warfarc objectives that arc basic to battle group operations. Ounce a proper set
of objectivesis clearly defined for cach warfare area, appropriate plans can be
developed in conjunction with one another to achieve a compatability among
warfare tasks. [t is only through focusing on common objectives that C3ICM
can be integrated with other warfare activities.

The Proper Balance Between Centralized and Decentralized Control

The ability to effectively plan and implement C3CM operations is strongly
dependent upon the cfficient collection and interpretation of tactical
intelligence. The C3CM decision-maker responsible for planning and
supervising overall C3CM operations should be in a position to observe the
broad range of battle group and hostile activities.

Centralized planning functions include:

®  Assessing the battle group situation.

® Selecting appropriate C3CM objectives to support the battle group
mission,

® Developing plan options for the use of dispersed asscts to achieve
C3CM objectives.

® Insuring the integration of C3CM plans with other warfare plans.

® Promulgating plans.

Centralized supervision functions include:

Assuring that force wide readiness posturc is attained.

Assessing the evolving situation.

Selecting options from alternative plans and initiating actions.
Coordinating C3CM actions with other warfare activities.
Asscssing cffectiveness of C3CM actions.

Modifying plans appropriate to the battle group situation.
Providing tactical information to those executing C3CM actions.

Because of the dynamic nature of war, the pressurc of unfolding operations
limits the time that is available for leadership to fully exploit information
sources. An appropriate distribution of authority for the employment of
C3CM at a battle group level would be a mix of centralized planning and
overall supervision, and decentralized execution. The informed decision
maker at the scene of action is in the best position to judge the most
appropriatc means to achieve his assignment.

Decentralized exccution requires that planned actions be clearly described
and related to objectives. The overall results that the C3CM objectives are
mecant to accomplish as well as the tactics involved should be clearly described
in a manner so that all participating decision makers are able to analyze their
patticular situation, weigh available asscts, and direct their employment to

pHBRITS e SOMMARASsSomeses o operations.
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The prudent tactical commander dealing with the C3CM problem would
make an estimate of the situation, determine appropriate C3CM objectives,
and develop plans for the achicvement of those objectives. Unfortunately,
two fundamental problems complicate the smooth exccution of even the best
plans. First, C3CM is directed at an enemy that reacts and these reactions are
not always predictable. Therefore, normal conditions will require that
objectives be altered during the course of an engagement both in content and
inrelative priority. Second, it must always be assumed that the “fog of war™
will sct in and that breakdowns will occur between planning and cxecution.
These breakdowns occur because of unanticipated enemy actions, faulty or
conflicting information, poor coordination among activities, improper
timing, cte,

An essential quality of an effective commander charged with execution of
C3CM is the ability to assess the development of the situation and to make
proper modifications to the plan that are fully consistent with the chosen
strategy. It is a simpler task to develop a sound strategy and operation plan
than it is to cxecute one, while at the same time being faithful to the strategy
upon which the plan is based. The first requires a talented staff and proper
intelligence. The second requires that which Clausewitz refers to as military
genius—"‘a highly developed mental aptitude that provides a sense of unity
and a power of judgment . . . which casily grasps and dismisses a thousand
remotc possibilities which an ordinary mind would labor to identify and wear
itsell out in doing so.™™

The purpose here is to provide a theoretical framework that will minimize
the need for “military genius’’ by the commander charged with the execution
of C3CM. The concept is based upon the recognition of the need for several
distinct levels of assessment, and upon the use of sclected strategy to provide
the standards against which performance is measured.

Figure 2 provides a graphic mcans to illustrate the relationship between
planning and control, A strategy is developed by the selection of C3CM
objectives and understanding their relative importance to the battle group
mission (cstablishes prioritics). General plans are then developed that define
the means by which cach C3CM objective is to be pursued. These plans set
forth support functions, coordination, and timing necessary for success. The
plan is then committed to action and the monitor or supervision of the planned
action phase begins.

Operations Assessment and Control. While planning and commitment is a top-
down process, assessment and control may be viewed as a bottom-up process.
The right side of the figure shows three levels. The lowest level requires
estimating the performance of individual tactics and tasks, This could be

https://digital-commons.usnwc.edu/nwc-review/vol38/iss2/5
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PLANNING CONTROL

o SELECT o ASSESS
OBJECTIVES STRATEGY YALIDITY

o OEVELDP 3 o ESTIMATE
pEvEL ciCM OBJECTIVES o

® ASSIEN & © MONITOR

TACTICS & TASKS

coMmIT FERFOAMANCE

Figure 2. Planning and Control

conducted at the battle group staff level but most likely would be the
responsibility of those performing the functions. These include jamming,
deception, opcrations sccurity, destruction, intelligence gathering, surveil-
lance and all positioning, coordination, preparation, and other actions
required for the cxecution of individual or joint tactics. Performance
monitoring includes all those activities required to estimate the degree of
success of individual or joint tactics in achieving operational goals. This
provides the first level of feedback. Command must decide if the tactic or task
is being or was performed satisfactorily or if not, should the assignment be
modified by tailoring the tactic or committing additional asscts.

Failure to achieve tactical goals will require corrective action by the
decision maker. If the tactical goal was anend initself, which it rarely is, the
decision would be simmplified. But for the tactical decision maker to bring the
situation into perspective, he must consider the relative importance of cach
tactic at a higher level, that is, with respect to the C3icM objective that the
individual tactic supports. Only by estimating the degree of success that the
tactic contributes to this higher goal canone gain the vision necessary to make
decisions at the tactics level. Therefore, it is the responsibility of the C3CM
decision maker notonly to monitor the performance of individual tactics and
tasks but to consistently evaluate the impact of an aggregate of actions toward
the achicvement of the higher level C3CM objectives. Generally this will
require not only estitmating the success contributed by the assets he controls,

bl 1 tRp kg Shefenditione o ather, yarfare activitics upon integration
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of efforts and areas of mutual support. This is the second level of assessment
and the proper use of objectives. This assessment provides the second level of
feedback for the modification of plans according to an estimate of the most
effective means to achieve the objectives.

At the battle group level the C3CM decision maker must frequently assess
the validity of the strategy that was selected for the operation. He must
consider the degree of achievement of the individual objectives and the
cumulative effect on the battle group mission. He must reassess those factors
that led him to the initial choice of particular C3CM objectives. Again he
must balance his estimates of the probability of achieving each objective, the
demand on resources, the impact on the battle group mission for achieving
each objective, and the aggregate cffect of achieving multiple objectives.
Modifications in CACM objectives and their relative priorities must then be
reflected in changing plans and their execution.

The C3CM decision maker must always keep the battle group mission and
other supporting warfarc activities in mind when modifying objectives and
adapting plans to circumstances. There are many ways to gain objectives but
all actions should support the battle group mission in concert with other
supporting warfare activities.

In summary, C3CM is a military strategy aimed at the disruption of
enemy warfare operations by preventing the cnemy from maintaining
effective control over his forces. The cumulative effects of C3ICM actions,
although individually directed at thwarting the enemy’s actions, can best be
understood in relation to their disruptive cffects on the enemy’s tactical
objectives. A C3CM strategy is expressed by a small number of C3ICM
objectives selected to oppose these hostile tactical objectives. This selection
of C3CM objectives and the supporting plan of action should be based on an
application of knowledge of the enemy’s principles of operations and an
appraisal of the tactical environment. C3CM operations should be conducted
under a single plan integrated with other warfare activities. Finally,
operational C3CM strategy should serve as a comprehensive means for the
application of resources and must provide a frame of reference for
operational assessment and control.

Notes
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