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ELECTRONIC
RECONNAISSANCE
FROM THE HIGH SEAS
AND

INTERNATIONAL LAW

It has been suggested that there may
be a lrend in international law towaerd
the cmergence of a right to proelaim
and enforce a contignous zone of un-
speeified extent for the prevention of
electronic reconnaissance by foreign ves-
sels. An examination of the legal ap-
proaehes and precedents through which
sueh a trend should appear, however,
fails to reveal any such development.
The seizure or destruction of foreign
reconnaissance vessels or aircraft has
consistently been justified legally by the
assertion that such units had penetrated
the territorial sea or national airspace.

An article prepared

by

Professor Oliver J. Lissitzyn

Chbarles H. Stocklon Chair of International Law

The controversy between the United
States and the North Korcan authoritics
consequent upon the scizure by the
latter of U.S.8. Pueblo on 23 |anuary
068 revalved in parl around questions
ol facl. The North Korean authorilies
accused  the ship ol deliberately in-
truding into the Llerritorial gea claimed
by them {(apparently 12 miles in widthy;
the Uniled Stales denied Lhal the ship
had approached the North Korean coast
so closely. Al no lime, according Lo
published data, have the North Korean
authorities asserled Lhe right to seize Lhe
ship on the ground that it had been
engaged in cleclronic reconnaissance of
North Korea while remaining on the
high scas. Abslention from making such
a claim of right corvesponds to Lhe
patlern of conduet followed in com-
parable silualions by the Soviet Union.!
There is, lurthermore, no available evi-
denee Lhal the North Korean authorilies
have {ormally proclaimed or established
oulside the lerrilorial sea elaimed by
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them a conliguous zone lfor sceurily
control of navigation.

{1 has, uevertheless, been suggested
thal there may be a Lrend in interna-
tional law loward Lhe emergence ol a
right lo proclaim and enforee on the
high seas conliguous zones ol un-
specified exlenl for Lhe prevenlion or
conlrol of cleelronie reconnaissance by
foreign vessels, including warships.? Al-
though further teehnological progress
may make such reconnaissance less and
less useful, its utility cannol be said to
have alrcady disappeared. Consequently,
il seems appropriale to consider Lthe
extenl, il any, to which such a trend has
actually manilested itsell.

It is conccivable that under interna-
Lional law a coastal stale eould have al
least Lthree kinds of rights designed to
enable il Lo prevenl or conlrol loreipn
cleelronic reconmaissunce (rom adjacent
areas ol Lhe high scas:

I%irst, the right to proclaim con-
liguous rones in which it could lorhid
1
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all vessels, including foreign warships, Lo
engage in cleclronic reconnaissance ol
any kind, with a concomitant right lo
enforee such prohibition by seizurc and
forfeiture of the offending ship and,
possibly, imposition ol ¢riminal penal-
lies upon the ship’s personnel. Tn the
Pueblo incidenl, Lthe North Korcan
autlhorities seem to have, in fact, come
close Lo enforeing Lhe policy underlying
such a possible right, withoul publicly
enuneialing or justilying il.

Second, the righl to proelaim con-
tiguous roncs in which the eollection of
information ahoul the coastal state by
electronic means would be regarded as a
violation of international law by the
stale engaged in such collection, bul
wilthoul the righl to seize the foreign
ships toncerned.

Third, the right 1o punish individuals,
including members of loreign armed
forces, for engaging in forbidden clec-
tronic reconnaissance, in a conliguous
zone ol the high seas, when such indi-
viduals are apprehended within the Lerri-
torial jurisdiction of the offended state.
Such a right, by itsell, would probably
be the least effeclive safeguard of the
interest of the coastal state in con-
trolling  electronic  reconnaissanee. [t
could be combined, however, with the
second type ol possible rights,

Rut the statement that a stale con-
ceivably could have cerlain rights under
international law does nol imply that it
already has them or that Lhere is a trend
toward the emergence of such rights or
that it is desivable for them to exist.
Rules of international law usually re-
flect an accommodation ol several in-
teresls and rest on a consensus which
can be formally manilested in a treaty
or inferred from uniformities in Lhe
practice of states. What, then, are the
relevant existing or emerging rules?

The most authoritative, though not
universally bhinding in a formal sense,
guides to the relevant intemational law
of the sea today are two Geneva Con-
venlions on the law of the Sea

concluded in 1958—~the Convenlion on
the Territorial Sea and the Contiguous
Zone and the Convention on the High
Seas.” Nol all stales—or even a majori
of slales -are partics to these treatica,
In particular, North Korea, which is not
recognived s a stale by a large number
ol stales, is notl entitled Lo heecome a
parly lo cither of these conventions.®
Nevertheless, since many of Lhe provi-
sions ol these treaties vepresent rules
generally accepted by the international
communily, they are an appropriate
slarting point for an analysis of the
relevant contenl ol inlernational law
and of trends in il.

Dircetly relevant 1o the guestion of
eslablishment of contiguous zones for
security purposes is arlicle 24 of the
Convention on Lthe Territorial Sea and
the Contignons Zone, which reads as
follows:

L. In a zone ol the high scas
conlignous to its lerritorial sca,
the coastal state may exercise the
control necessury to:

(a) Prevent inlringement of
ils customs, liscal, immigration or
sanitary regulations within its ler-
ritory or Lerritorial sea;

(1) Manish inlringement of
the above regulations commilled
wilhin its territorial sca.

2, The conliguous zone may
not extend heyond twelve miles
from the bascline from which the
bhreadith of the territorial sea is
measured.

3. Where the coasts of two
slales are opposite or adjacent to
cach other, neither of the two
stutes is entitled, failing agreement
hetween them to the conlrary, to
exlend its conlignous wone he-
yond the median line every point
ol which is equidistant from the
nearesl points on the baselines
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from which the breadth of the
terrilorial scas of Lthe two slates is
maeasured.

It will be noted that “securily” is nol
one of the speeified purposes [or which
contignous zones may he established.
The omisston is deliberate. The draflt
arlicles prepared by the International
Law Commission which [ormed Lhe
basis ol the work of the Y958 Conler-
ence on the Law ol the Sea conlained a
provigion similar Lo the first two sce-
tions ol Lhe finally adopled texL of
article 24. 11 did nol conlain any men-
tion of “securily” bul also omilled Lhe
word “immigration.”™ AL the Con-
[erenee, Poland proposed thal paragraph
I of the arlicle be replaced by the
following texL: “In a wonc of the high
seas conliguous Lo ils Lerrilorial sea, Lhe
coastal stale may Llake the measurcs
nceessary Lo prevent and punish in-
fringements of its eustoms, fiscal or
sanilary r|:7guluti0rls, and violations ol ils
sceurily.”

n the First Committee of Lthe Con-
ference, where amendments required
only a simple majority, Lhe Polish pro-
posal was adopted, after little reported
discussion, by a vote ol 33 Lo 27, with
15 abstentions.® But in the plenary
meeling, where a iwo-thirds majorily
was necessary, Lhe proposal failed of
adoplion, receiving 40 voles against 27
negative voles, wilh nine abstentlions.
Instead, the Conference adopled, by 60
voles to none, with 13 abslenlions, a
LLS. proposnl which hecame the Lexl of
article 24.° Again, there was virlually
no reporled discussion, and the names
of the stales voling for and against the
proposal are not lisled.

Although the Polish proposal thus
received a clear majority of the delega-
lions voling (though nol of the §7
delegations presenl al the Conlerence),
the lack ol a single vole in opposition Lo
the H.S. proposal suggests that the
senliment in favor ol the Polish pro-
posil wus nol s strong as the number of

WAR COLLEGE REVIEW

voles cast flor it might mdicate. This
impression is lurther borne oul by the
fuilure of any stale, upon signing, ratify-
ing, or acceding to Lhe convention, to
reserve ils right Lo estahlish conliguous
zones lor securily purposcs, although
numerous reservations have heen en-
lered to olher provisions ol the conven-
tion.!® Nevertheless, it should be noted
thal numerous stales, including Poland
and the Republic of Korea, are not
parlics to the convenlion.'' Some
states, ineluding Poland, have had provi-
sions in Lheir nalionzl legislation [lor
sccurity zones in the adjacent arcas of
the high scas.!? 1t cannol be said,
therefore, thal article 24, in limiling
conliguous zones Lo Lhe purposges stated
in it, has declared or established a rule
clearly applicable Lo slates which are
nol partics Lo the conyvention.' * Bul the
evidence does nol indicale any trend in
slale  praclice  loward  expanding or
strengthening claims of right to cstablish
conliguous zones for sceurily purposes.
In particular, the authoritics of North
Korea do not appear lo have proclaimed
any such zones,

Artiele 24 of the Convention on the
Territorial Sea and the Conliguous Zone
conlains another relevant limilation. 1t
stales thal a conlignous zone “may nol
cxtend heyond twelve miles from the
hascline [rom which the breadth of the
territorial sca is measured.” This means
thal a stale which claims a terrilorial sea
of 12 miles us do the North Korean
authorilica—may not have a contiguous
zone al all. Although this limilation has
also been eriticized hy some wrilers,t 4
il appears to have encounlered virtually
no opposilion in the 1958 Con-
ferenee.r ¥ Bal it cannot be said to he
absolulely clear that it applics lo stales
which are nol parlics o the convenlion,

Butl ¢ven il the provisions on con-
Lignous zones conlained in the Conven-
tion on Lhe Territorial Sea and the
Conlignous Zone are regarded as in-
applicable Lo stales which are not
parlics Lo Lhe convenlion, it does not
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follow that they have a right to enloree
conliguous zones for sccurity purposes
by seizing or otherwise interfering with
forcign warships on the high scas.
Article 8 of the 1958 Convenlion on the
[ligh Scas provides:

1. Warships on the high scas
have complete immunily from the
jurisdiction of any state other
than the flag state.

2. For the purposes of these
articles, the lerm “‘warship”
means a ship belonging to the
naval forces of a slale and bearing
the external marks distinguishing
warships of ils nationalily, under
the command ol an olficer duly
commissioned by the government
and whose name appears in the
Navy List, and manned by a crew
who are under regular naval disci-

pline.

The term “high scas,” furthermore, is
defined in arlicle | as meaning “all parls
ol the sea thal are nol included in the
territorial sca or in Lhe internal waters
of a state.” Since arlicle 24 of the
Convenlion on the Terrilorial Sea and
the Contiguous Zone refers 1o “a zone
of the high scas contiguous Lo . . . terri-
lorial sca,” it scems clear thal the
nbsolute immunity of warships provided
in article § of the Convenlion on the
lligh Scas extends Lo warships within
the contiguous zone of another state.

This provision, moreover, musl he
regarded as deelaratory ol general inter-
national law and applicable Lo all states,
regardless of their being parlics to the
eonvention. The Preamble of the Con-
vention on the lligh Seas speaks of its
provisions as heing “generally declara-
Lory ol established principles of inlerna-
tional law.” No such stalement appears
in any of the other 1958 Convenlions
on the Law of the Sea. Arlicle 8,
moreover, was adopled withoul dissent,
and no state has made any reservalion
with respect to ite

This view is supported by the prac-
lice of stales. Despite the tensions
associated with Lhe cold war and similar
political conflicts, states have generally
relrained from claiming the legal right
to inlerfere with foreign warships or
airerall oulside their territorial scas or
territorial airepace, even when there
were grounds {or believing Lthal the ships
or aircrafl were cngaged in cleclronie
reconnaissance in close proximity lo Lhe
territory ol the coastal stale. Parlien-
larly significant in this conneetion is the
allilude of the Soviel Union in the U.N,
Security Council debates concerning the
shooling down by Soviel planes of U.S.
Air Force patrol airerafl. During sueh a
debale in Seplember 1954, alter such an
aireraft had been shot down over the
Sea ol Japan,

No parlicipant . . . asserled or ad-
milled the right 1o shool down
foreign rceonnaissance  airerafl
over the high scas, no matler how
closely it approached to the Lerri-
torial sea. ¥yshinsky, the Soviel
represenlalive, ataled:

Mr. Lodge said that the Soviel
Union representative  was — ap-
parently defending the right of
the Soviel Union Lo shoot airerafl
down over the high scas. 1T e had
not made his speech in haste then
[ am sure Mr. Lodge would not
have said that, for my whole
argumenl on this queslion was
concenlraled on proving that the
incident involving the Sovicl and
United States aircrall occurred
over Soviel Lleritory and nol over
the high seas. It is therefore
absurd Lo suggest that | eould be
delending the right ol any State
lo shool aircraflt down over the
high seas.

It is others who wish to delend
this ri_;!,h L. We are opposed Lo
. 1
...
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Very similar was the debate in the
Secnrity Conneil in 1960 after a U.S.
Air Foree RB-47 patrol plane had been
shot down by Soviet aircraft. Again, the
Sovicets charged the plane had intended
into Sovict airspace and disobeyed an
order lo land. Non¢ of 1lhe nations
involved in the debate—incinding the
U.S.8.R.—“claimed or admitted the
right of a state to shoot down a loreign
aircraflt over the high seas, even if it flies
wilhin close proximity of the state’s
tercitory and cven if it may be engaged
in military reconnaissance,” althongh
several representatives, inclnding the
Soviet, “suggested that (lights close to
the Llerritorial sea of another country
may he undegirable as possihly leading
lo incidents...” Indeed, the DBritish
representative, withonl contradiction,
“expressly npheld the right to conduct
snch flights for reconnaissance purposcs,
and said that Soviet aircraft had engaged
in such flights without being shot
down.™?® And when North Korean
forces shot down a U.S. Nayy EC-121
reconnaisgance atreraft in April 1969,
onee more the allegation was thal it had
intruded into North Korean airspace.'®

[t thns appears that the Saviel Union
and other Communist states or aulhori-
Lics have never oflicially elaimed a right
to attack or interfere with forcign air-
cratt over the high scas in proximily lo
their coasts, on the ground that such
aircralt was, or eould be reasonahly
suspected of heing, engaged in elce-
trouic reconuaissance. There is nothing
to indicale, moreover, that foreign
surface vessels, and particularly foreign
warships, arc iu this respecl considered
lo be different from foreign aircrailt.
And no state appears lo have advaneed
the view that clectronic reconnaissance
from the high scas justilics an attack on
Lthe ship or aireralt cngaged in it as a
malter ol the coastal state’s right of
scll-defense.

The record [urther indicates that
Soviel-bloc governments do nol appear
to have cver officially asscrled that

eleclronic reconnaissance from the high
seas i8 a violation of international law.
In this connection, it is also signilicant
that the Outer Spaec T'realy ot 1967,2°
which is largely a prodnet of negotia-
lions hetween the Soviet Union and the
United Stales and to which hoth stales
arc partics, conlains no prohibition of
military  reconnaissance  from  outer
space.

The analysis here presented, whieh
indicates that there i no support in the
official elaims or vicws ol states for Lhe
position that cleelronie reconnaissance
from the high scas jnstifics an attack
upon or interference with foreign ships
or aireralt engaged in sueh reconnais-
sance, is, ol conrse, limited lo the
relations of states at peace with each
other. It is obvious that in lime of war
enemy warships and military aircratl on
or over the high scas may be attacked,
whether or nol Lhey are engaged in
reconnaissance. I'he question whether
the relations belween the Uniled Stales
and the North Korean anthorities in
1968 and 1969 involved, despite the
armistice of 1953, clements of hel-
ligereney and therefore gave the latter a
right to attack U.S. warships and air-
craft engaged in electronic reconnais-
sance [rom lhe high scas or airspace
above the high scas is oulside the scope
of this arlicle, North Koreau authoritics
do nol appear to have claimed any such
right in conneelion with the seizure of
the U.S.8. Pueblo or the shootiug down
of the EC-121.

Tt has been suggested that although
“passive” clectronic  reconnaissance
from the high scas may be permissible, a
different rule may or should apply to
“active” rceonnaissance in which the
observing ship or aircralt sends, for
cxample, deceplive signals Lo ereate Lhe
false impression that it s within the
terrilorial sea or airspace of the eoastal
gtate [or the purposc ol Lesting the
laller’s reactiou time.*' Although this
distinclion may have theorelieal meril,
it does nol appear lo have beeu
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officially and publicly drawn by any
stale.

The suggestion that there may or
should he a trend in inlernational law
toward making clectronic reconnais-
sance [rom the high seas unlawful, and
permilting  coastal slates lo  establish
conliguous zones Lo prevenl il, is, in
large part, based on the contention Lhal
such reconniassance opcrates unfuirly
againsl the smaller and weaker coastal
states Lthal do not have the capabilitics
to engage in similar reconnaissance
aclivities off the coasts of Lthe stronger
states,®? The rccord does not iudicate
that such a trend is aleeady under way.

Iirst, the fact that on cerlain ocea-
sions some slales or authorities (in-
chudimg the USSR, as well as North
Koren) have actually attacked or inter-
fered wilh foreign reconnaissanee air-
eralt or vessels (as in the case of the
11.S.5. Pueblo) over or on the high seas
has no significance with respeet to the
development of a new rule of law in the
light of their lailure to admit sueh acts
or attempt to juslily them in legal
terms, They have, indeed, sought in all
such cases lo crcale the impression,
through official statements, that the
foreign aircraft or ships bad violated
their sovereignly by intruding into their
territorial airapace or territorial sea and
that the acls of interlerenee tock place
in such airspace or sca. The [ailure Lo
claim a legal right of interference with
foreign vessels or airerall on or over Lthe
high seas in such silualions shows thal
the coastal states or authoritics con-
cerned did not helieve that such a claim
of right would be legally icnable or
acceptable to the international comi-
mnnity or, perhaps, in their own best
inlerests,

Second, the number of small stales
or cntitics thal have committed such
acts ol interference appears lo have
been very small. The evidence thus [ails
to support the contention thal small
states in general have an inleresl in
celablishing a right to interfere with

foreign ships or aircrafl engaged in
electronie  reconnaissance  off  Lheir
coasis on or over the high scas.

Third, it is unlikely thal a new rule
of law assumed Lo be benclicial Lo the
smaller stales will come inlo existence if
the stronger stales do nol favor il. By
hypothesis, the suggested rule would
work Lo Lhe disadvanlage ol the stronger
slales and therclove is not likely Lo gain
their supporl.

Fourth, there is no evidence thal the
international commnnily today regards
such a rule as desicable or that the
senliment in ils favor is increasing,

There remains the question of the
right of the conslal stale lo impose
eriminal penaltics on memhers of crews
of foreign reconmaissance ships and air-
cralt for parlicipalion in intelligence
gathering from the high scas il they are
subsequiently apprehended  within Lhe
territory of Lhe coastal state. One of Lthe
bases ol eriminal jurisdietion of stales
over aliens is the so-called “prolective
principle,” whieh enables a state 1o
prosccute  and  punish in its courls
foreign nationals for commilting aels
nbroad against its security. Although the
scope ol the principle is nol well de-
lined and its employment in praclice is
relatively infrequent, ils existence is
widely recognized in the lteralure of
international law and is reflected in a
substantial number of provisions in na-
tional penal laws, Alter World War [ the
I'tench Court of Cassation upheld its
application in the French eourts against
foreign nationals such as a Spaniard who
was convicled ol a crime against I'rench
security commilled dnring the war in
Spain by maintaining correspendence
wilh enemies of France.?® ([ this prin-
ciple is interpreled broadly, it can he
applied Lo persons engaging in intelli-
gence galthering, by electronie or other
means, from be high seas or even [rom
the territory of anolher stale. Such a
broad application of the principle, how-
cver, could be regarded as unreasonable
(despite the French precedents) and

https://digital-commons.usnwc.edu/nwc-review/vol23/iss2/6
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unsupported by consistenl slate prac-
tice. In a world in which all the stronger
powers have maintained for a long time
large intelligence-gathering  establish-
ments, a liberal application of the “pro-
tective” principle would expose a sub-
stantial number of individuals to crimi-
nal penalties and would probably work
to common disadvantage.

The fact that the persons accused of
violating the security of the coastal state
by electronic reconnaissance acted in
the performance of their official duties
as military personnel or government
employees is another factor to be con-
sidered. There are old precedents for the
view that soldiers invading the territory
of another state in time of peace cannot
be made personally liable by the latter
for the acts of violence they commit in
that territory pursuant to orders;®* but
in recent years a number of airmen
arriving in intruding foreign military or
state aircraft have been prosecuted and
punished for the intrusion without
giving rise to the complaint that such
exercise of jurisdiction iz unlawful
solely on the ground thut they had
acted in the performance of official
duty.?® A these cases, however, have
involved charges of intrusion rather than
reconnaissance from the high
There appears to be no precedent for
prosecution by a coastal state of foreign
military or other government personnel
for the latter type of activity. The law
in this matter cannot be regarded as well
settled, but the official status of such
personnel is a weight in the balance
against Lhe reasonableness and lawful-
ness of such prosecution. Also, the
possibility of such proseculion afler the
apprehension of the personnel con-
cerned within the territory of the
coastal state cannot be regarded as an
effective sancbon against electronic
reconnaissance. This is still another
factor to be considered in weighing and
balancing the interests involved.
Apprchension of the accused persons
within the territory of the coastal state

seas.

after voluntary entry into it is not likely
to be a frequent occurrence, and the
employment of this base of jurisdiction
would be haphazard, throwing further
doubt on its reasonableness. All in all, it
may be concluded that international law
does and should prohibit prosecution by
a coastal state of foreign military or
other government personnel for elec-
tronic reconnaissance from the high
seas.

Although inlernational law does not
forbid electronic reconnaissance from
the high seas and does not empower the
coastal state to interfere with foreign
warships or aircraft. engaged in it, such
reconnaissance is likely to he resented
by coastal states and to heighten inter-
national tensions. [t should be resorted
to, therefore, only if careful study
indicates that its costs are substantially
oultweighed by its benefits to the state
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that engages in il. The need for it may  other means of surveillance and intelli-
decline with the further development of  gence gathering,
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LIJ

The necessity ol proeuring good Intelligence is apparent & need not Le
further urged, All that remains for me to add, is, that you keep all the
whole matler as secret as possible. For upon Secrcey, Success depends
in most Enterprizes of the kind, and for want of it, they are generally
defleated, however well planned & promising a favourable issue.

George Washington: Letter to
Colonel Elins Dayton, 26 July 1777
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