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States “pay the price” for actions against jihadists overseas and to goad
Americans to take harsh actions that may radicalize other Muslims.

Both al-Qaeda and ISIS have promoted suicide attacks as a cost-
effective weapon to use in battle or in places they cannot reach otherwise;
they will continue to follow this path.?” Suicide, however, is not the
preferred tactic inside the United States in the long run. Nevertheless, the
manual stresses that the jihadist operating in the United States, with its
effective intelligence and police agencies, should not expect to be able to
escape to a safe haven somewhere outside the country.

B. The Recruiting Process: The Rifle Approach

“A lot of brothers—and (at one time) I fell into this
group—consider the idea of Da ‘wa [recruitment] to be that
candidates who merely listen to a jihadi cassette or
motivating lecture, etc. will suddenly stand up and shout
out or say with motivation, ‘we want to be a troop and go to
fight against Americal,” without considering the gradual

stages which the candidate must pass through...”?®

What the author is about to describe above is the painstaking way
the recruiter must approach individual recruitment to be effective. Such an
approach is usually time-consuming, as demonstrated by Alex’s journey,
mentioned earlier. After ISIS pioneered the use of social media, jihadist
recruitment of individuals became more cost-effective and secure, but it
could still consume a great deal of time. Potentially, any man or woman
with a cell phone and the latest encryption software and secure apps could

27 The manual begins with a clear approval of a suicide operation outside the U.S.: “I would like to
congratulate the Ummah of Islam on the heroic operation carried out by our brother, the martyr
Abu Dujana al-Khurasani...” The Jordanian suicide bomber’s given name was Hamam bin Khalil
Abu Mallal al-Balawi. Abu Dujana was the Jordanian suicide bomber who killed and wounded CIA
officers, contractors, and others inside Camp Chapman near Khost, Afghanistan on December 30,
2009.

28 A Course in the Art of Recruiting: A graded, practical program for recruiting via individual

da ‘wa. The document’s pages are not numbered. The quote is from the first page of the preface.
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become a powerful recruiting center, if they know and practice the correct
method, which the course aims to provide.

The rifle approach to recruitment involves a slow start and
accelerates to a very pointed call to join a jihadist group. Calling the
recruit to join is not theoretical or some time in the distant future. The
recruiter is prepared to provide travel funds and is directly tied into a
logistical system through the traditional entry points for jihadists to the
Middle East, Turkey, and to some extent Pakistan. Sometimes, however,
the recruiter may advise the recruit to operate in place.

From media reports, we know that this recruitment approach works
on individuals who may never have thought about becoming a Muslim, let
alone becoming a terrorist in the ranks of jihad. A talented and
experienced recruiter, especially with ISIS, will choose the right candidate
and exploit their needs in a methodical way to exert a powerful yet subtle
influence over the course of his or her (often) young life.

If the recruiter chooses to influence a young American to pursue
jihad at home, the process may be very near to impossible to reverse. No
generic counternarrative will be likely to affect such a situation. There are
very few examples of reversing a radicalization process outside of a
controlled situation in a prison in which jihadists may be persuaded to
renounce violence. Even in successful cases, the reversal involves only the
realization that violence may not achieve the jihadists’ goals. The adopted
principles and learned goals are likely to remain.

To defeat jihadist ideology therefore, the best approach is to
intervene as early as possible—before the recruitment process is finished
and before an individual advances beyond stage one on the path to
violence.?® For some individuals, however, even then it may be too late.

C. The Art of Recruitment

For ISIS, as for al-Qaeda, the preferred method of recruitment is
ultimately personal. Shotgun-approach videos may allure those who feel
the need to redress Muslim humiliation when they cannot address their

2 For a discussion of the stages, see “The Behavioral Approach,” below.
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own feelings of humiliation in a normal setting. The wide approach may
also engage young men in the romance of combat on the path of “Allah,”
or even the attraction of living in the ideal Muslim society; some young
women have expressed the need to marry and raise children in the
caliphate under shari‘ah law.

Most people, however, need a final push from the personal touch
to make the decision to opt for violence in place or travel to participate in
the great romance of jihad. That final push comes from some sympathetic
person who is a guide with all the answers to the potential recruit’s
questions.

The personal touch, the rifle approach, also is probably necessary
to find a way to motivate the vital administrative professional, which ISIS
and al-Qaeda organizations always need and can rarely obtain. Very few
of these potential recruits will be motivated by the Jihadi Salafist ideology,
which becomes a crucial factor once the potential jihadist becomes actual.

So how does the personal approach turn radical ideas or extremist
dreams into action—into violence?

The second manual was an al-Qaeda production, which has also been
used by IS1S,% that helps answer these questions because of its content.
Using the shotgun approach, al-Qaeda authors produced and provided a
manual for potential recruiters with the title A Course in the Art of
Recruiting: A graded, practical program for recruiting via individual
da ‘wa.! The dedications in the manual included the Islamic State in Iraq,
which was then technically part of the al-Qaeda global network.

Da‘wa in the manual’s title is the Arabic word for “call” or
“invitation” to Islam. For ISIS and al-Qaeda, Islam means Jihadi Salafism.
Every other form of Islam is a deviation for Jihadi Salafists, although al-
Qaeda postpones judgment in most cases, whereas ISIS is quick to use the

%0 For an apparent example of how ISIS uses this manual, see Rukmini Callimachi, “ISIS and the
Lonely Young American,” The New York Times (June 27, 2015).
31 Thanks to Claire Weinraub, who brought the recruiting manual to my attention. The security
manual is available online by subscription at MEMRI and the SITE Intelligence Group, among
others. It originally appeared in a jihadist Twitter account before being taken down. Although the
document shows no author, the cover page indicates that it was collected and organized by Abu
Amru Al Qa’idy [sic]. The last page shows that it was translated by Abu Mujahid [sic] and Abu
Khalid [sic].
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label of “apostate” for any group or leader that disagrees with the ISIS
group’s claims to the caliphate.

The manual presents a course in recruiting mujahideen, or individual
and small-cell terrorists as well as foreign fighters, and also tells us a great
deal about the radicalization process and its targets. The principles are the
same for ISIS and al-Qaeda, but they have slightly different targets.

Al-Qaeda has a well-known set of targets, which its leaders and
essayists have explained over the years. Al-Qaeda traditionally does not
prefer to recruit individuals with traditional formal religious training,
because that would involve confronting what is likely a more mainstream
version of Islam. Jihadists would rather recruit someone without formal
religious training. Neither al-Qaeda nor ISIS wants to be forced to counter
what they consider an incorrect understanding of Islam. For this reason,
they may discourage a potential recruit from going to a local mosque. If
the target recruit is not a Muslim, the recruiter may offer to instruct him or
her and convert them online.

The recruiting manual does not use Jihadi Salafism as a major initial
part of the call to jihad. Since potential recruits probably have little deep
knowledge of Islam, let alone Jihadi Salafism, the ideology cannot be an
entrance point. Potential recruits often do have a Muslim identity, which
will be the starting point once a recruiter has identified a promising
candidate.

While the appeal of jihadism may play a role in recruitment,
recruiters are urged to show great patience in their dealings with potential
recruits. Jihadism can be used to show the recruit that he can perceive
himself to be a winner if only he would take the step into righteous
violence. He or she can travel to a hot jihad and make a difference in
redressing the humiliation of fellow Muslims, or stay in place in a Western
country to fight behind the lines. If the recruit has led a dissolute life, jihad
can cleanse him of his sins. If he feels he does not belong in an infidel
land, he can join the caliphate and perhaps participate in the Apocalypse to
usher in the ultimate triumph of Islam.

Of course there are many other more mundane appeals, which the
recruiter will find over time. For example, the person may simply need
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money for his family, which is more likely a motivation in the Middle
East. Or perhaps he or she is an opportunist living in an area where either
ISIS or al-Qaeda operates, and seeks a status or some benefits out of the
situation. Obviously, with the ISIS loss of territory in Syria and Iraq, the
recruiting job for foreign fighters becomes more difficult and would only
apply locally to affiliates unless ISIS or some other entity arises again in
historically Muslim lands.

On the one hand, recruiting lone-wolf or small-cell jihadists may
actually be marginally easier in one respect after the loss of ISIS territory
and the possible defeat of al-Qaeda and other jihadists in Syria. It would
not be difficult to argue that the United States is responsible for the loss of
the territory in Syria and Iraq claimed by the ISIS neo-caliphate. On the
other hand, reestablishing recruiter networks and a coordinated, coherent
message will take time for the core neo-caliphate without a clear safe
haven.

However, ISIS and its predecessors have shown great patience and
determination, while the U.S. has on occasion been too quick to declare
victory and lose focus on this peculiar threat. It takes little imagination to
recognize that the United States has done little to adopt policies,
capabilities, and the effective management structure to thwart jihadist
recruitment and ideological developments in the years following the ISIS
caliphate’s military loss in Syria and Iraq, al-Qaeda’s resurrection, and the
emergence of new jihadist groups.
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IV. What Is To Be Done? Go Broad, and Go Deep

Before we begin our search for counter-ideology tools, we must
acknowledge that jihadists, especially ISIS, have perfected the tools they
use. As expert as the United States is in the intelligence, enforcement, and
military spaces, we have yet to find our way in the counter-radicalization
space. With our tradition of freedom of speech and religion, we have
found the task of countering jihadism especially challenging because a
legitimate religion, however distorted, is the basis of its radicalizing
ideology. Americans have tried to ignore the religious context and power
of jihadism, and we have occasionally demonized Islam itself, rather than
identifying and attacking its aberration. Neither approach is valid, and
neither has been effective. We need a reset.

Just as jihadists have used the shotgun approach and the rifle
approach in spreading their ideology, the United States and its partners
need to address both a broader audience as well as individuals when
opposing that ideology.

Just as jihadists do not recognize borders, we need to transcend
borders in our programs to counter their ideology. In practical terms, that
means the United States and its partners need to combat jihadist ideology
locally, within each country, and also internationally, as a network. Such
an approach is not different from how the United States and its partners
have fought the close battle against al-Qaeda using intelligence,
enforcement, international financial tools, and the military both
internationally and, with the exception of the military, inside the United
States in a relatively seamless effort.

Just as we have worked to prevent or limit access to safe havens to
jihadists in the close battle, we need to limit jihadist recruiters and
ideologues’ access to physical and virtual safe havens.

The close battle has had false starts (Irag, and the failure to
capture/kill Bin Laden early in Afghanistan), but we have improved our
collective game eventually (draining al-Qaeda of funds, disrupting their
central command and control, and taking away territory from ISIS in Syria
and Iraq). We improved the tools of fighting the close battle (drones,
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intelligence, financial networks, and cooperation), and so should we
expect to improve our approach and tools for the deep battle to defeat
jihadist ideology and recruiting—if we make the effort a priority. First, we
need to review what has been done, often under the rubric of countering
violent extremism.

A. Countering Violent Extremism

After the ISIS group’s dramatic loss of territory and a series of
horrific terrorist attacks by both traditional clandestine cells and surprising
individual attacks, European countries have reason to be concerned about
citizens returning from the Killing fields in Irag and Syria. Even if the
return is less than expected or the returnees are less interested in pursuing
violence, European countries still have reason to remain concerned. They
need to consider how best to absorb these citizens and how to deal with
the problem of home-based terrorists. In addition, law enforcement and
political processes are faced with the rise of xenophobic right-wing groups
and political parties.

This amorphous but powerful set of worries was reflected in the
2014 United Nations Security Council resolution 2178, which recognized
the need for programs to deal with returning citizens from fighting in Syria
and Iraq. President Obama responded to the issue by convening a three-
day summit on countering violent extremism (CVE).32 The problem with
the summit appeared to be the vagueness of the terms of engagement and a
flaw in the concept itself: Who are these violent extremists? If the United
States perceives them only as Muslims, Constitutional and therefore
crippling legal issues are inevitable.

The fact sheet for the Obama summit cites approaches “to counter
hateful extremist ideologies that radicalize, recruit, or incite to violence.”
Although al-Qaeda and ISIS groups are referenced, the proposals could

32 See “FACT SHEET: The White House Summit on Countering Violent Extremism” (February 18,
2015), https://obamawhitehouse.archives.gov/the-press-office/2015/02/18/fact-sheet-white-house-
summit-countering-violent-extremism
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